THE FUTURE OF INFORMATION SECURITY POLICY IN THE EUROPEAN UNION 
SUMMARY
The Information Security Seminar discussed the present and future role and duties of the European Network and Information Security Agency, ENISA, and looked for answers to such questions as what the information security policy will look like in the EU, what kind of role ENISA should adopt in the future, and what the EU information security policy has to offer for Finland. The Seminar was arranged by the Information Security Group of Finland’s Ubiquitous Information Society Advisory Board. The Seminar was chaired by Ms Liisa Ero, Director-General of the Communications Policy Department at the Finnish Ministry of Transport and Communications. There was a lot of interest in the Seminar and the number of participants amounted to nearly 100. The keynote speakers were Ms Suvi Lindén, Finland’s Minister of Communications, Mr Antti Peltomäki, Deputy Director-General from the European Commission, Mr Udo Helmbrecht, next Executive Director at ENISA, Mr Urho Ilmonen, member of the Permanent Stakeholders Group of ENISA, and Dr Arto Karila from the Helsinki University of Technology. The panellists included Mr Ilmonen, Mr Karila, Mr Peltomäki, and Mr Ilkka Hiidenheimo, CEO from Stonesoft Oyj, Mr Antti Järvinen, Information Security Manager from Kesko Oyj, and Mr Timo Lehtimäki, Director from the Finnish Communications Regulatory Authority. 

Minister Lindén opened the Seminar. She stressed in her remarks the importance of international cooperation in information security policy. Minister Lindén said that Finland has been active in ENISA through the Management Board and the Permanent Stakeholders Group. Members for a new term of PSG are sought; Finnish representatives from the private sector and academic world would be welcome to join the group. 

Minister Lindén stressed the importance of pro-activity and the need to impact other states’ legislation and the drafting of EU Directives. The northern EU Member States should have more prominence in EU information security policy, and ENISA should be made an attractive workplace for the experts of the Nordic Countries too.
The role of ENISA should be to facilitate cooperation between Member States and thus increase people’s trust in network and communications services. ENISA should also gain more visibility, credibility and continuity to be able to follow the information security agenda in Europe and to gain the trust of other actors in the information security field. In future, concrete results and more efficient networking are expected from ENISA.
Mr Antti Peltomäki outlined Commission measures and views related to information security and the operation of ENISA. He stressed that the Commission has to quickly respond to the information security challenge in the constantly changing operating environment. Of the Commission’s recent actions he mentioned the public consultation on the future of information and network security, which aimed at promoting public debate about the subject. The deadline for opinions was in January 2009. The consultation resulted in around 600 contributions from various parties involved. A Commission proposal regarding ENISA’s future will be available in spring 2010. The renewal of ENISA’s mandate is related to such issues as ENISA’s flexibility to respond, and enhancement of its mandate. Mr Peltomäki pointed out that a joint EU exercise on Critical Information Infrastructure Protection should be organised and staged in 2010, as stated in the Commission’s action plan and the Tallinn CIIP Conference last spring. With regard to information security Mr Peltomäki emphasised the need for a clear and uniform strategy for the coming years. The Commission is drafting a policy initiative for next spring with the focus on promoting cooperation, on PPP, and on strengthening the international dimension.
Dr Udo Helmbrecht, the next Executive Director at ENISA, stressed the need for and importance of international cooperation in responding to the increasing number of information security threats. He expressed his concern over the fact that new technologies are often launched in a hurry, and not enough attention is paid to security aspects. Information security training is essentially important, particularly for children and young people. He noted that what often seems to hinder cooperation between the private and public sectors is lack of trust, and this calls for more attention. Dr Helmbrecht said that ENISA should not repeat the actions carried out at the national level but provide something new for the public sector, enterprises and people. ENISA’s resources in Crete are small, so resource optimization and recruitment of educated and skilled people to Heraklion are essential. ENISA’s long-term vision is to become an established operator and a centre of excellence in and outside Europe, influence the decisions, regulation and laws issued by the Commission, institutions and Member States, strengthen the single European market by means of information security and provide EU citizens with security and trust.
In the discussion that followed Dr Helmbrecht’s presentation the gap between the USA and the EU in information security, and measures the EU could take to fill in the gap were considered. The differences between EU Member States in the information security development and culture were seen as the biggest challenges. Transparency in ENISA’s actions was also brought up in the discussion. Dr Helmbrecht noted that with ENISA’s scarce resources it is impossible to have direct contact with citizens. It would be more reasonable to act together with associations and organisations as is done today. It is also important to improve the overall level of skills and training.
Mr Urho Ilmonen argued that the greatest information security challenge within the EU are the differences of national practices and laws between the Member States. There are also some contradictory aims within Member States. The United States holds a clear lead over the EU in the information security sector. Mr Ilmonen pointed out that due to the complex nature of information security issues the challenge is to find a clear and understandable way to present them. In his view, a central problem area is the relationship between copyrights and information security. Copyrights are heavily protected in comparison to patented inventions, for example. Mr Ilmonen called for reform in this respect. He considered ENISA’s geographic location to be challenging, because it makes stakeholder cooperation difficult. ENISA should find its “own thing” that would bring with it authority and visibility. Other challenges in Mr Ilmonen’s view were the lack of generally accepted content production and the fact that ENISA is not recognised as an international partner and it does not provide enough support for national actors. In future ENISA should concentrate on independent content production in order to gain acceptance and bargaining power in international arenas, and on active cooperation with political and information security operators, and on solving the problems arising from its geographic location.
Mr Arto Karila stated that information technology is in a state of “diffusion”, merging into all processes. However, the next big direction is missing; how and where we want to develop information security. The question is about ensuring the critical information infrastructure and thus the functioning of the entire society. Mr Karila mentioned information warfare, cyber terrorism and cyber crime as the main threats. International cooperation is needed, because information networks know no borders. The threats are the same in every Member State so information exchange, harmonisation and fast responses are needed. Because of the differences between Member States in the ICT sector, an EU-wide basic level should be established. Finland will benefit from the development at national level, because what benefits the EU, benefits Finland. In terms of geography Finland may be a peripheral country, but in information networks we are much more central. Due to shared values and existing forms of collaboration, EU Member States are Finland’s natural cooperation partners.
Panel discussion
In the panel discussion, different wishes were expressed with regard to ENISA. It was suggested, for example, that ENISA would adopt a more open and transparent approach, have more personnel and resources, and increase networking. ENISA should reflect the views of the Member States and better take the information society development and views of civil society into account. Close national cooperation is important for promoting information security as referred to in the Information Security Strategy and for delivering a consistent message from Finland across the world. It is also important to ensure that, despite the differences in Member States’ information security development, the progress in the more advanced countries would not slow down because of the less advanced Member States. Finland should aim to be a proactive forerunner. The two main questions are: How to benefit the most from the present EU body? And what will ENISA’s role be after 2012?
Suggested visions for ENISA:
· ENISA will help maintain a secure information society infrastructure in Europe.
· Secure and competitive Europe for all.
· ENISA should be a key operator in information security gathering values that are shared across Europe and guiding and monitoring their introduction at a generally accepted level.
· Free and Secure Europe in Networks
· How information security can benefit civil society?
