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Executive Summary

This report presents the major findings of the research project Kasi — Future
Information Security Trends (Kasi — tulevaisuuden tietoturvatrendit) conducted by
Helsinki Institute for Information Technology HIIT and VTT Technical Research
Centre of Finland. The project is a part of Tekes Safety and Security Research Program
(Tekesin Turvallisuus-ohjelma) and its purpose is to provide rigorous and systematic
foreseeing knowledge for the implementation of the Finnish National Information
Security Strategy (kansallinen tietoturvastrategia).

The aim of the project was to study near-future information security issues that are
related to, for example, new technologies, services, and business models. Our approach
combines perspectives from different disciplines in order to better address the
complexity of the focus area. We identified relevant future information security trends
especially from the Finnish viewpoint in the next five to ten years by collecting and
analysing specialists’ conceptions and knowledge of the various developments in their
professional fields. In order to deepen the analysis, we also specified factors and
attributes that affect the realization of the trends. In addition, our objective was to
evaluate the need for establishing a separate program for continuous foreseeing
activities and provide methodological and procedural guidelines for carrying it out.

Our research process went through five separate steps: 1) outlining possible future
environments, 2) creating concrete future scenarios or stories, 3) analyzing information
security issues in the scenarios, 4) identifying information security trends, and 5)
specifying factors and attributes that affect the realization of the trends. Our major
findings concerning the future information security trends in Finland in a 5 to 10 years
scale are the following:

1. The interdependency between societal processes and information systems increases
2. New interdependencies between organizations and the state emerge

3. Information security issues become more international

4. Needs to manage private or confidential information and public appearances in ICT
environments increase

5. Protection of personal data becomes a considerable political issue

6. It becomes increasingly difficult to ensure the correctness of information

7. The correctness of information becomes increasingly important

8. Data gathering increases

9. Data combination from different sources increases

10. Traceability of persons and goods increases

11. Malicious action against information systems increases

12. Quality and security issues are increasingly taken into account in software
development

13. Automation/autonomous systems are increasingly employed to effect security

14. Availability of information increases as the public information resources are opened
15. Commercial interests drive actors to restrict access to proprietary information
resources

16. Governance of access to information resources in organizations becomes more
difficult



Realization and intensity of the trends are dependent on several factors that we have
categorized as societal, economic, technological, and legal. The factors have either
intensifying or constraining effects on the trends and the intensity of their effect varies.

We believe our work on future information security trends and issues and on the
methodological questions of reliable foreseeing activities provides relevant information
for commercial, policy and scientific interests. We propose that in order to get reliable
foreseeing results in the long term, the process of identifying future information
security trends should be continuous. While the continuous process would also provide
grounds for improving the foreseeing method, this project sets a firm starting point with
practical guidelines and the first round of results.
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1 Introduction

The Finnish government’s resolution on the National Information Security Strategy
(kansallinen tietoturvastrategia) was adopted in December 2008. The aim of the
strategy is to secure everyday life in the information society. The vision of the strategy
is that citizens and organizations can trust that their transactions in information and
communications networks and services are secure. The strategy focuses on three
priorities: 1) citizens’ skills in the ubiquitous information society, 2) information risk
management and process reliability, and 3) competitiveness and international network
cooperation.

The strategy is implemented with an action program (toimenpideohjelma), which
consists of nine different projects (hanke) that concentrate on timely security topics.
One of the projects is called PROJECT 8: Research Project on Near-Future Information
Security Trends (HANKE 8: Tutkimushanke lihitulevaisuuden tietoturvatrendeistd).

This report presents the results of the research project called Kasi — Future Information
Security Trends (Kasi — tulevaisuuden tietoturvatrendit) conducted by Helsinki Institute
for Information Technology HIIT and VIT Technical Research Centre of Finland and
realized with a funding from the Tekes Safety and Security Research Program (7ekesin
Turvallisuus-ohjelma). Kasi was initiated by PROJECT 8 and it has been working
closely in parallel with the action program. The purpose of this project is to provide
scientific support for the work of PROJECT 8. Kasi research project aims to study near-
future information security issues that are related to, for example, new technologies,
services, business models, and corporate structures, and identify information security
trends, risks and opportunities. Information security trends and issues are assessed
especially from the Finnish viewpoint. In addition, the project evaluates the need to
establish a separate information security program for continuous foreseeing activities.

By studying future information security trends and finding threats and opportunities in
them, we bring out knowledge that is relevant to both commercial actors and policy
makers. The project analyzes information security trends in order to foresee emerging
risks and opportunities in information society. The time span for the analysis is five to
ten years from now. The study combines different viewpoints on information security:
people, organizations, technologies, and services.

The research questions are:

* What are the most important information security trends in the next five to ten
years? What are the factors and attributes that affect those trends?

*  What kind of a method and process is needed to a continuous analysis of future
information security trends?

In the study we address the research questions from several different disciplines. Our
research group represents expertise in Social Sciences and Humanities, Service Design
and Engineering, Computer Security, Human-Computer Interaction, and Legal Studies.
We believe that this study will provide important, useful, and well-grounded new
knowledge on future information security trends. We see this knowledge being
fundamental in preparing us for future information security threats and opportunities,
building future technologies and services, and in developing new businesses. It also
helps in understanding online human behaviour, and the potential needs for future
regulation and governance.



2 Related Work

A central goal of our work is to provide informational support for the implementation
of the Finnish National Information Security Strategy. The actual action program
consists of nine different projects that aim at increasing information security awareness,
assessing service provider’s responsibilities, rights and obligations, identifying
information risks and data protection requirements, safeguarding continuity of business
activities and the public’s access to services, promoting Finnish information security
expertise and active participation in international standards development work,
increasing business competitiveness, accelerating the establishment of a National
Communications Security Authority (NCSA) in Finland, enhancing and activating
national cooperation in international information security issues, and measuring
information security [1]. Our work concentrates on near-future information security
trends in order to find out possible future paths that need to be taken into account if the
other goals of the action program are to be achieved.

On the methodological level our work follows the example of other futures studies that
apply scenario analysis and utilize experts’ conceptions and knowledge as research data
in order to foresee ICT related future trends [2]. This kind of work has been done both
in academic and non-academic foreseeing activities.

From the European perspective, information security issues have been studied and
promoted extensively by the European Network and Information Security Agency
(ENISA). ENISA concentrates on issues of raising information security awareness,
Computer Emergency Response Teams (CERTS), identity, privacy and trust as part of
information security in general, reliable communications networks and services, and
information security risk management. ENISA has made recommendations about
contemporary and relevant research topics based on its own trend analyses. The topics
are, for example, cloud computing, real-time detection and diagnosis systems, future
wireless networks, sensor networks and supply chain integrity [3]. Future ICT trends
have been analyzed in relation to more general social, economic and technical factors in
several EU funded research projects including, for example, a Delphi survey on the
future of Internet conducted by the Oxford Internet Institute [4], a research project on
connectivity technologies led by RAND Corporation which combined scenarios,
International Futures (IF) methodology and SWOT analysis [5], and a combination of
system theoretic innovation analysis and impact assessment of the future software
services organized by Pierre Audoin Consultants [6].

At HIIT, information security related topics have been studied, for example, as part of
PRIMA research program, which concentrated on privacy issues in social media
services and mobile Internet [7]. Within the PRIMA project Ovaska & Réihé [8], for
example, have elaborated the possibilities of using scenarios in privacy studies.
Scenario analyses have been conducted at HIIT also within legal studies concentrating
on the legal challenges of the future ICT businesses [9]. At HIIT, the connecting
element in different information security and privacy related research projects has been
a multidisciplinary approach to information security (see, e.g., [10]).



3 Methodology
3.1 Scenario Methods in General

In this study, we apply a combination of scenario analysis methods in order to approach
the research problem of identifying future information security trends and factors that
affect them. Scenario methods are especially useful for discussing possible futures and
helping research participants to create and develop their viewpoints during the process.
For example, interviews, questionnaires or related literature do not support the kind of
playfulness and creativity necessary for thinking about possible futures. Our primary
research data consists of conceptions and knowledge of specialists working in the field
of information security. The primary material is complemented with comparable studies
that have been conducted elsewhere and with a follow-up of current affairs related to
information security in the media.

The scenario methodology originates already from the early futures studies conducted
in the 1970s. It has been common to utilize specialists’ knowledge in futures studies
that apply so called “soft” futures research methods (in comparison, e.g., to computer
simulations or statistical extrapolation from historical data). The soft methodology in
futures studies is based on collecting and analyzing personal conceptions and
knowledge that originates from individual experiences and understandings.

Conceptions and knowledge of specialists is often used as research data in future
studies (particularly in Delphi processes, see [11]). The use of specialists’ knowledge
has been epistemologically justified, for example, by arguing that experts usually have
the best understanding of the present state and the potential future of their professional
field. It is also practical to use specialists as mediators or middlemen in the collection of
data when the research problem would require a synthesis of a complex and wide-
ranging set of relevant information [12]. The central problem with specialists’
knowledge is the potential like-mindedness that prevents weak signals and alternative
perspectives from emerging. Another problem concerns the sample of participants: how
to make sure that all the relevant perspectives and understandings are represented in the
data collection process? These problems are best resolved by calling in a diverse and
competent group of participants and by creating a working environment in which also
exceptional viewpoints can come out [13].

Scenario methodology is essentially concerned with “what if” questions. It is a proper
choice when one tries to identify future trends that cannot be derived from historical
data (as in the case of extrapolating from time-series) [14]. What is more, in order to
grasp relevant aspects of a complex phenomenon, such as information security, the
research data must be well contextualized (compare, for example, user statistics to use-
case stories). Here concrete future scenarios provide a cognitively practicable
instrument for identifying complex interdependencies between different factors, such as
legal regulation, economic incentives, technological innovations and individuals’
behaviour.

In the project we created scenarios in order to describe how the world might look like in
the following 5-10 years, and what kinds of information security trends we might be
facing. Scenarios in future studies are typically wide-ranging in their perspective and
content, but here we have concentrated on possible services and use-cases that are
grounded in literature, existing services, and discussions with content providers,
operators, vendors, and other actors (cp. [15] [16]). We do not claim that the scenarios
and trends identified here would come true in every imaginable future. Neither is their
actual probability of coming true in the focus of our work. Instead, the trends are
presented here in order to form a landscape of possibilities and concerns that might
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exist in the future and that are deemed important future trends from a contemporary
viewpoint. We attempt to answer, what would happen in given conditions.

Methodologically, however, the trends must consist of believable and concise
possibilities [17] [18].

The major difficulty in scenario analysis is to create scenarios that cover relevant and
possible situations adequately. If we created them randomly, we would not be able to
claim that they embody important issues sufficiently. To avoid such biasing, we need to
create the scenarios in a systematic way. Unavoidably, the scenarios reflect
participants’ personal views. However, we believe that our systematic approach reduces
the bias and makes the possible limitations visible to others for independent assessment.

3.2 Brainstorming, Design Games and Trend Analysis

Our approach consists of discussing and creating scenarios, identifying information
security issues, pointing out future trends, and describing their relevant factors and
attributes. First, we focused on sketching out possible future landscapes and their
technological, human-related, and service-related conditions. Here we used the so
called PESTLE method, which requires finding out political, economic, social,
technological, /egal, and environmental factors that might have a relevant role in the
development of the society in the future [19, s. 317]. Second, the future landscapes
(PESTLE results) were analyzed in order to provide relevant background knowledge for
the concrete ICT related scenarios. After the scenarios were created, they were analyzed
regarding their information security issues, and these issues again were grouped and
categorized. Finally the information security issues were analyzed in order to identify
relevant information security trends and factors that might affect their realization.

The collection and analysis of expert knowledge was conducted in three separate phases
in connection with three separate workshops. Before the project begun, Sitra organized
a preparatory workshop, in which several experts presented their views on information
security issues and a large audience discussed freely the tentative ideas on emerging
trends. After this, the first workshop was organized for outlining the future landscape in
which the project was to operate. The special focus was in the PESTLE factors that
affect future ICT services. The participants were encouraged to discuss freely about
different factors that might affect the development of ICT services in the next 5-10
years. They were asked to identify different political, economic, technological, legal
and environmental factors in order to gain a comprehensive understanding of the near
future developments.

The workshop provided about 150 diversely categorized propositions about the future
and, in addition, a punch of questions and personal opinions about future information
security issues. In the analysis of the results it was discovered that there were more
information security issues already in the first data set than was expected. The first
workshop provided thus a first round for defining the focus of the research project, i.e.
the relevant information security issues. However, when comparing to the related
literature, there were limitations in the list of relevant PESTLE factors that were
identified in the workshop. In order to reduce the limitedness of the PESTLE analysis,
comprehensive background scenarios were presented as a background material in the
second workshop [20].

The second workshop was organized in order to create four concrete future scenarios
based on the previously gathered background information about the future. Two of the
scenarios were created with a co-design method The Storytelling Group, which have
been designed for collaborative creation of concrete use-case stories [21] [22]. The
other two were created through a free brainstorming process concentrating on concrete
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events on a timeline. The idea behind creating scenarios was to grasp complex issues
with concrete future descriptions. The broad frameworks and themes of the stories were
given beforehand but the actual stories were freely written by the participants. The
resulting scenarios concerned a recruitment of a foreign employee, a future home help
service, tracing of a person who had fallen ill on a journey, and a school bullying case.

About 50 different information security issues were identified from the scenarios by the
research group. In the third workshop the transcribed scenarios were presented to the
participants and they were asked to identify relevant information security issues in
them. The issues brought out by the participants and by the researchers were then
combined and grouped through an argumentative process. The process was an
application of another design game called The Project Planning Game that has been
used, for example, in the collaborative project design [23]. The main purpose of the
game is to create a setting where different kinds of views and opinions can come out
equally and deliberated collectively.

After the participants had grouped the information security issues, they were asked to
evaluate them in order to sort out future information security trends, public interests,
potential research questions, and issues that are of particular interest. Also the
evaluation was an argumentative process. The results presented in this report are based
on these evaluations and on the diverse arguments behind them.

After the workshops the trends were analyze in detail by the researchers in order to
understand factors and attributes that would have an effect on their realization. The
factors and attributes are presented in trend descriptions and tables in the following
chapter (Ch. 4). The attributes of the factors describe the intensity (strong, medium, and
weak) and the direction of the effect (intensifies (+)/constrains (-)) of the factor on the
trends. The analysis was conducted in the project by the researchers who focused
especially on research data provided by the participants in the three workshops. Related
literature and work on information security trends has been used for extending the
analysis.



4 Future Information Security Trends

This report is based on a general assumption that the role of information and
communication technology (ICT) will increase as part of individuals’ everyday life and
societies’ social, political and economic structures and processes. Technological
infrastructure itself becomes more complex, more difficult to govern, and full of “black-
boxes” that are often not understandable for users. Several trends that have information
security and privacy implications were identified as relevant by experts in the project’s
workshops. These trends are presented and elaborated here in order to understand
factors that affect them and mechanisms and conceptual relationships that connect these
trends to information security and privacy issues. In the Discussion part (Ch. 5)
information security and privacy trends and issues are analyzed more thoroughly from
different viewpoints: these include privacy, information security and data protection,
technological innovations, service innovations, and legal data protection.

The listed trends might cause societal tensions that can be interpreted as threats or
possibilities depending on the evaluators’ point of view (for possible points of view, see
Privacy Issues, Ch. 5.1). For example, the proliferation of surveillance technology
could be understood as a positive development for safety and security but also as a
negative development leading to excessive control and impaired privacy. The trend
analysis is supposed to reveal possible areas of societal tensions. These areas of
conflict, whether they are interpreted as threats or opportunities, require action from
individuals and societies. The solutions and instruments for governing these issues
might be as diverse as law-making, technological improvements, self-regulation bodies,
social norms and individual behavior. Both the areas of conflict and solutions to them
might provide opportunities for commercial innovations, public policy and novel
research.

The following sixteen information security and privacy trends and issues are not
necessarily new, and some of them have already a long history. However, we suggest
that they are emerging in new situations and in novel forms. Though the most trends
have a global and long-term scope, here we focus on the Finnish environment within
next 5—10 years. Based on the results of our foreseeing exercise, we summarize that:

1. The interdependency between societal processes and information systems increases
2. New interdependencies between organizations and the state emerge

3. Information security issues become more international

4. Needs to manage private or confidential information and public appearances in ICT
environments increase

5. Protection of personal data becomes a considerable political issue

6. It becomes increasingly difficult to ensure the correctness of information

7. The correctness of information becomes increasingly important

8. Data gathering increases

9. Data combination from different sources increases

10. Traceability of persons and goods increases

11. Malicious action against information systems increases

12. Quality and security issues are increasingly taken into account in software
development

13. Automation/autonomous systems are increasingly employed to effect security

14. Availability of information increases as the public information resources are opened
15. Commercial interests drive actors to restrict access to proprietary information
resources

16. Governance of access to information resources in organizations becomes more
difficult



4.1 Increasing Interdependencies

TREND: The interdependency between societal processes and information systems
increases

Social and economic processes of our society are becoming increasingly dependent on
the functioning of the existing information and communication infrastructure. This
development is a consequence of increasing integration of ICT systems into our
everyday lives. Information systems comprise a central part in many critical structures
and processes from economic interaction (e.g., payments), electricity distribution, and
communication networks to traffic systems. As the technical infrastructure becomes
more complex and vulnerable, the same development applies to the functioning of the
whole society which is dependent on the infrastructure.

On one hand, economic advantages of introducing ICT and the belief that ICT could
help to cope with societal issues increase the expansion of ICT. The public sector plays
a key role in this development with its productivity goals and standard of service
obligations. On the other hand, the expansion of ICT might be slowed down by
common resistance to change and by existing legislation that does not take specific
properties of ICT adequately into account. Also the development of alternative and
backup infrastructures might decrease the emerging interdependencies. The main
motivation behind building backup systems is usually the fear of economic risks that,
for example, infrastructure failures could cause.

Factor Character Intensifies (+)/ | Effect
constrains (-)

ICT is adapted to various societal processes Technological | + Strong

Alternative independent infrastructures and systems are developed | Technological | - Weak

Economic incentives (such as cost reduction, increasing sales, Economic + Strong

productivity and effectiveness) foster the utilization of information

technology

Increasing economic risks, such as infrastructure failures Economic - Weak

Strong belief that ICT helps to cope with societal issues Societal + Strong

Change resistance, criticism against the use of ICT Societal - Med.

Government’s productivity goals, standardization obligations, Legal + Weak

standard of service obligations

Outdated legislation Legal - Strong

Table 1: Factors intensifying or diminishing the trend “The interdependency between societal processes and
information systems increases”

TREND: New interdependencies between organizations and the state emerge

New interdependencies emerge also between organizations, companies and states. For
example, if critical functionalities of public institutions are dispersed around different
countries and handled by various private companies (for example, as a consequence of
outsourcing) public institutions become dependent on the propriety of other actors’
practices. Here also different regulation policies and legal structures might have a
relevant effect on the autonomy of institutions’ actions.

ICT enables tightening collaboration, but creates also new lock-ins between
organizations. By lock-ins we refer to strong interdependencies or binding relationships
between actors caused by, e.g., technological compatibility. These lock-ins could,
however, be solved with technologies and standards that enable dynamic partnering.



The economic incentives behind the intense collaboration between organizations are the
lower risks of long-term collaboration and the profits that the seller can gain by lock-
ins. There is also a social incentive behind institutionalized collaboration relationship: it
is usually more convenient to collaborate with partners that are familiar to actors based
on previous experiences. On the other hand, dependencies that are packed by contracts
and legal structures might cause increasing short-term risks as the flexibility of
organizations in choosing their partners decreases.

New dependencies could also lead to the lack of competition in the market.
Technological lock-ins in combination with the network effects typical of ICT can
create exceptionally strong interconnections that require regulatory action (e.g., anti-
trust cases of operating system and web browser tie-ins). However, these situations are
usually covered by different competition and anti-trust laws.

Factor Character Intensifies (+) / Effect
constrains (-)

ICT enables tightening collaboration, which cause lock-ins Technological + Strong

Technologies and standards that enable dynamic partnering Technological - Med.

(e.g., standard interfaces)

Strong and long-term collaboration decreases risks, lock-in Economic + Med.

increases seller’s profits

Lock-in decreases competition and flexibility, dependency may | Economic - Weak

increase risks

It is more convenient to communicate with partners that are Societal + Med.

familiar to actors based on previous experiences

Social reluctance towards dependencies Societal - Weak

Contracts and other legal structures may strengthen Legal + Med.

partnerships

Competition and anti-trust laws increase competition Legal - Strong

Table 2: Factors intensifying or diminishing the trend “New interdependencies between organizations and
the state emerge”

4.2 Internationalization

TREND: Information security issues become more international

The international dimension of privacy and information security issues is a result of
transnational information processes. As the ICT networks and businesses are global,
and the users, servers, owners and companies are usually situated in different legal
regimes, the need for international coordination of information security and privacy
issues increases. However, the current lack of international legislation makes it difficult
to solve the legal problems that have transnational effects. The current situation of
parallel legal systems and dispersed official supervision is being taken advantage by,
for example, spam distributers.

The globalization of information security occurs in parallel with economic and social
globalization processes (global communication, streams of money and investments,
movement of people and goods etc.). The opposing forces to these trends are the
potential insecurity of markets and parallel localization trends that are caused by
ideological or pragmatic motivations. In addition, although ICT is usually developed to
function irrespective of the user’s geographical location, it is sometimes actively used
for blocking digital communication traffic beyond national borders.



Factor Character Intensifies (+) / Effect
constrains (-)

Expansion of transnational networks, interoperable Technological + Strong
technologies, development of technologies that function

independently of the user’s location

ICT is developed and used for national protection Technological - Weak
Economic globalization Economic + Strong
The growing insecurity of capital markets Economic - Weak
Social globalization Societal + Strong
Localization (ideological and/or pragmatic) Societal - Weak

Table 3: Factors intensifying or diminishing the trend “Information security issues become more

international”

4.3 Privacy/Publicity Management

TREND: Needs to manage private or confidential information and public

appearances in ICT environments increase

Individuals, organizations and companies need to manage private or confidential
information and public appearances because ICT-mediated activities increase in various
societal spheres. Digital content creation on the one hand and digital footprints on the
other are expanding while the original authors often have little control over the
subsequent use of their information. Individuals produce content and traces, but they
might also be objects of other individuals’ actions (for example in pictures taken by

others).

Factor Character Intensifies (+) / Effect
constrains (-)

Digital content created by and digital footprints left by Technological + Strong
individuals, groups and organizations will expand; actors have
no sufficient technical control over their digital traces
Better usability and transparency of technologies and services | Technological - Weak
(privacy management)
Economic importance of public image Economic + Strong
Costs of developing tools and managing private data lead to Economic - Weak
individuals giving up their privacy management needs
Social importance of public image; citizens’ consciousness of Societal + Strong
the relevance of privacy management issues increases; other
actors produce information about data subjects
Certain types of private information lose their sensitiveness; in | Societal - Med.
practice, people act only partly according to their privacy
concerns
Strengthening data protection laws Legal + Weak
Deregulation in respective legal fields Legal - Weak

Table 4: Factors intensifying or diminishing the trend “Needs to manage private or confidential information
and public appearances in ICT environments increase”

The control of one’s digital content, footprints and privacy might be handled by
individuals themselves or by groups interacting coordinately. An important issue here is
the usability and transparency of information systems and services and their privacy
management properties. In addition, individuals need ICT skills and a good

understanding of the services they use.




The trend is intensified by the social and economic importance of individuals’ public
appearances. This factor pertains to organizations too. In addition to maintaining their
public image, companies face the challenge of managing their confidential data in a
sufficient and cost-effective way. The requirements of data management are mainly
dictated by the data protection laws that might either become stronger or weaker, but
they are also affected by the available technical tools that individuals and organizations
have for the management of their private/confidential data.

The social change in valuations might affect the needs to data protection. If there is
plenty of information available about individuals in the open networks, some types of
private information might lose their sensitiveness. Based on various privacy studies
(see, e.g., [24]), it is also reasonable to consider that people might act only partly
according to their presumed privacy concerns.

TREND: Protection of personal data becomes a considerable political issue

Questions related to the individual’s rights to use, determine or possess information that
is created by her/him, or that concerns her/him, will be discussed more in public. In the
future discussions will probably turn into questions of how to realize legal and moral
rights in the quickly developing ICT environment, and if legal and technical means in
general are adequate. The realization of rights in personal data might require that
individuals de facto know, what information about them is being stored, where the
information is being stored, and how it is being processed and distributed. These
requirements could be satisfied, for example, with new technological and service
solutions for personal data management.

The trend is a consequence of increasing amount of information that is collected, stored
and processed about data subjects. It has been argued that in the future questions about
privacy and information management and ownership would become as central as the
environmental question was in the 1970’s [25]. The intensity of the trend is affected by
the acts of the legislator and the economic advantages and risks that might follow from
the commercial use of personal data. Also, international discussions might have a
considerable effect on Finnish public opinion.

Facto Character Intensifies (+) / Effect
constrains (-)

New technological innovations provide increasing opportunities | Technological + Strong

for collecting, storing, processing and distributing information

New technology and services for the management of personal | Technological - Weak

data are developed

The value of personal data as an economic resource will Economic + Strong

increase

Commercial use of personal data cause economic risks (bad Economic - Weak

reputation or accusations of careless data management)

Protection of personal data is a political question and related to | Societal + Strong

the conceptions of humanity; the international discussions
about protection of personal data influence Finnish publicity

In practice, most people do not care about how their personal Societal - Strong
data is being used

Personal data is an object of legal regulation; legislation is out- | Legal + Med.
of-date and inadequate

Sufficient and sound legislation and supporting official actions | Legal - Med.

Table 5: Factors intensifying or diminishing the trend “Protection of personal data becomes a considerable
political issue”
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4.4 Validity of Information

TREND: It becomes increasingly difficult to ensure the correctness of information

Difficulties in ensuring the correctness of information are consequences of at least four
interconnected developments. First, the amount of information that is collected and
available continues to explode. Large amounts of information is collected and stored
because actors prepare themselves for unforeseeable data uses. What is more, redundant
information is rarely demolished.

Second, information is increasingly collected and combined from different sources.
Third, as a result of combining different information sources, information itself will
become more complex. Finally, the processed information is often a result of automatic
collection and combination procedures, which function as “black boxes” in processing
information.

As a consequence of the automation of complex information processes the users’
understandings of the properties of information and communication processes might
decrease. The resulting question is how to assess the reliability of the available
information. The assessment of information processes and actors might require, for
example, new technical solutions or certification procedures. Because correct
information is economically valuable, different actors have economic incentives to
develop data collection methods and practices that ensure the correctness of
information. On the other hand, as the number of information collectors and producers
increase, the systems of trust and certifications become difficult to maintain.

Economic incentives for collecting large amounts of data strengthen the trend, since the
correctness of particular information is usually of secondary importance when creating
large databases (e.g., Google, Facebook). However, some parts of the information do
have to be correct for the collected data to be of significance to anyone. Even our
understanding of correct information might change along with novel business models.

Factor Character Intensifies (+) / Effect
constrains (-)

Technology becomes increasingly complex Technological + Strong

Technology that helps to ensure the correctness of Technological - Weak

information, e.g., by comparing information from different
sources and assuring the data integrity

Large amounts of information is collected and stored because | Economic + Strong
actors prepare themselves for unforeseeable data uses and
because redundant information is rarely demolished

Correct information is economically valuable and therefore Economic - Med.
there are economic incentives to develop data collection
methods and practices that ensure the correctness of

information

Need to protect privacy, to be anonym and even to lie Societal + Med.
Social incentives to be identifiable and honest Societal - Med.
The law requires restricting access to identifiable personal data | Legal + Weak
The law may require correcting errors Legal - Weak

Table 6: Factors intensifying or diminishing the trend “It becomes increasingly difficult to ensure the
correctness of information”

From a societal point of view, the difficulties to ensure the correctness of information
are affected by two opposing factors. On one hand, actors might face social incentives
or pressures to present themselves in an identifiable way. On the other hand, the
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requirement of correctness might sometimes serve as a threat to the needs of privacy
and anonymity in social interaction. These needs are supported by, for example, legal
requirements to restrict access to identifiable personal data.

TREND: The correctness of information becomes increasingly important

The importance of correct information increases mainly due to the same factors as in
the case of difficulties in verification (see the previous trend): e.g., the explosion of the
amount of information and the complexity of technology. Social incentives have here
an opposed effect: needs to identify data subjects will intensify and needs to act
anonymously will decrease the trend. A central economic intensifier is the economic
significance of correct information. Legal instruments have both intensifying and
debasing effects: data protection law requires correcting errors in personal data while
the disclaimers that limit the liability for incorrect information work in an opposite way.

Factor Character Intensifies (+) / Effect
constrains (-)

The amount of information explodes Technological + Strong

Algorithms and other technology that do not rely on the Technological - Weak

correctness of information

The correctness of information is economically significant Economic + Strong

Itis profitable to collect large amounts of information Economic - Med.

Social incentives to be able to identify people and assure Societal + Strong

correct information

Social incentives to let others be anonym or lie Societal - Weak

Data protection law requires correcting errors in personal data; | Legal + Weak

more in general the legal liability for incorrect information

Disclaimers that limit the liability for incorrect information Legal - Weak

Table 7: Factors intensifying or diminishing the trend “The correctness of information becomes increasingly
important”

4.5 Data Collection

TREND: Data gathering increases

In the following 5-10 years, data collection efficiency, volume, reach and minuteness
of detail will increase. From a technical point of view, the underlying factors are the
increased capacity and diminishing costs of computing resources. Whereas it seems
probable that established data collection practices will remain important, we suggest
that various new practices and purposes for data collection, storage and distribution will
emerge. Several factors affect this development. First, a large number of societal actors
are interested in collecting and using various kinds of data. Second, many companies
see data as an important asset for creating revenue. Third, interconnected ICT-devices
enable easy data collection, processing, storage and distribution.

The diminishing factors for the trend are information security technologies that restrict
data collection, economic risks involved in unauthorized data collection, and social and
legal norms that restrict data collection. The consequence of this trend is that plenty of
data (of various kinds) is available for different societal actors like companies, public
authorities etc. New information provides opportunities for service development and
businesses. As the collected information proves to be valuable in economic terms or for
public governance, opportunism and motives for using information to gain social,
economic or political advantage will increase. However, when data, gathered for the
initial purpose, becomes an important asset for the novel purposes, the initial purposes
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for data collection have to be reinterpreted in order to stay within the accepted legal
framework.

Data collection for public authorities’ purposes — such as collecting citizens'
fingerprints or taking electromagnetic body scans at airports — might be easily justified,
for example, as an incremental improvement for safety and security. However, it is
difficult to determine where to put an end for the data collection endeavors. When the
public authorities collect fingerprints only for customs activity, it is a matter of time,
when the collected information is needed or called for some other purposes.

Control and surveillance systems are also rarely demolished after they have served their
purposes. Instead, they are sometimes put to novel uses. Data collection infrastructure
that is once built will last long and provide new opportunities for data collection. New
uses might not represent the original and publicly justified uses. Also the collected data
might provide new unforeseeable uses of information. New uses are based on, for
example, combining information of different types or from different sources (see Data
Combination, Ch. 4.6).

Factor Character Intensifies (+) / Effect
constrains (-)

Technology enables collecting increasing amounts of data but | Technological + Strong

also collecting new kinds of data

Information security technology restricts the amount of Technological - Weak

collectable data

It is profitable to collect large amounts of data Economic + Strong

Costs of collecting data, compensations for damages if Economic - Weak

unauthorized data is collected

Socially beneficial to have lots of data, social power Societal + Weak

Social norms that restrict acceptable data collection Societal - Weak

Legal duties to record and be accountable Legal + Weak

Legal rules that restrict collectable data (e.g., data protection Legal - Med.

law)

Table 8: Factors intensifying or diminishing the trend “Data gathering increases”
4.6 Data Combination

TREND: Data combination from different sources increases

Combination of different data types and sources will be an increasing trend in the
following 5-10 years. At the moment new data combinations are challenging to
produce because, for example, different information systems are not able to
communicate together and data sources lack adequate semantic descriptions. However,
in the next 5-10 years combining data from different sources will become easier as the
techniques for data combination and systems interoperability (e.g., new data mining
techniques and semantic standards) will be developed and introduced. Significant
technical factors include also the diminishing cost and increasing efficiency of
computer hardware and the interconnectivity of heterogeneous networks, which will
increase the amount of data available and at the same time facilitate the processing of it.
Other intensifying forces behind the trend are the interests of commercial actors to get
better descriptions of their potential customers, and the objective of public authorities to
combine and centralize information resources.

Previously mentioned technical factors provide unforeseeable ways to combine data
from different sources. New information combinations might, for example, reveal new
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aspects about the data subjects. This provides new opportunities for commercial
purposes and service development, but it might as well threaten personal privacy. On
the other hand, the increasing trend of data combination is potentially constrained by
the lack of open interfaces, by the costs involved in data mining, and by the data
protection regulations.

Factor Character Intensifies (+) / Effect
constrains (-)

Technological standards and interconnectivity of Technological + Strong

heterogeneous networks

Technological legacy systems complicate the combination of Technological - Med.

databases; lack of open interfaces

Data and data analysis are important revenue sources Economic + Strong

Costs involved in meaningful data mining Economic - Weak

Various societal actors benefit from novel data combination Societal + Med.

possibilities

Concerns regarding the implications of data combination to Societal - Med.

privacy and personal data

Obligations to publish governmental work results encourage Legal + Med.

officials to provide public electronic databases

Data protection regulations Legal - Med.

Table 9: Factors intensifying or diminishing the trend “Data combination from different sources increases”
4.7 Traceability of Persons and Goods

TREND: Traceability of persons and goods increases

Traceability of persons and goods increases due to new sensor technologies and the
growing trends in data collection and storage, surveillance systems and in the use of
ICT-mediated services. Traceability of goods is strongly connected to the development
of Internet of Things and RFID technology, whereas traceability of persons is a result of
passive and active traces that individuals leave when they use various ICT-mediated
services. Passive traces could be, for example, time-related or place-related data that is
collected when using devices like mobile phones. Active traces are left when persons
deliberately give information about themselves, for example, in social media services.
While traceability of persons is not a new phenomenon (compare, e.g., to traceability of
payments), it will increase as part of new applications and phenomena. An example of
these phenomena is the growing use of social media services that already provide
extensive records of personal information and continue to do so in the future.

Traceability might be restricted because specific ICT systems used for tracing persons
and goods are often not connected to other systems that collect other kinds of
information. Also legal privacy and data protection requirements might restrict the use
of ICT for tracing purposes. Economic actors might even deliberately cover traces of
their activities in order to, e.g., disguise the production circumstances of their
businesses. On the other hand, traceability of persons (e.g., customers) and goods is a
potential source for economic efficiency and new service innovations. Here tracing can
be legally enabled by making it part of the provision of services. Finally, societal
interests for surveillance, controlling and care are factors that naturally have a strong
intensifying effect on traceability (e.g., social and healthcare services).
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Factor Character Intensifies (+) / Effect
constrains (-)

ICT devices contain and are used to provide more accurate Technological + Strong
sensors which help in tracing both people and goods; servers
can easily store huge amounts of data

Specific ICT systems used for tracing persons and goods are Technological - Weak
often not connected to other systems, complicating traceability
across ICT systems

Economic efficiency, rising productivity, importance of data Economic + Strong
collection and new service possibilities
Some economic actors benefit from black-boxing their Economic - Med.

production chains (e.g., morally dubious production
circumstances are sustained because they help to guarantee

lower prices)

Societal interests for surveillance, controlling and care Societal + Strong
Privacy and personal data protection issues Societal - Med.
Traceability of persons and goods is enabled by making it part | Legal + Strong
of the provision of services

Privacy, data protection Legal - Med.

Table 10: Factors intensifying or diminishing the trend “Traceability of persons and goods increases”
4.8 Protection of Information Systems

TREND: Malicious action against information systems increases

The amount of malicious software has exploded and computer crime has developed
professionally and organizationally. As individuals’, groups’ and organizations’
interactions are increasingly mediated through ICT, criminal and malicious action will
follow them into virtual environments. One contemporary example of this development
can be seen in electronic means-of-payment offences. Also, other kinds of destructive
activities are getting their equivalents in the virtual world (e.g., cyber terrorism and
cyberwar). A notable example of this is the Stuxnet affair [26], which was aimed
exceptionally for industrial automation systems instead of relying on network
connectivity. Also the evident technical virtuosity of Stuxnet manifested that there are
parties capable of mustering substantial effort for malicious action when needed.

Interconnectivity and dependencies between information systems and networks creates
vulnerabilities which are the target of malicious action. On the other hand, firewalls,
separation of networks and other information security technologies work as a
counterforce. Malicious action might be motivated by economic benefits and social
incentives, the latter of which include, e.g., social respect and ideological justifications.
However, public pressures to refrain from action might also decrease this trend. It is
likely that international regulations for interfering malicious activities are difficult to
implement.
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Factor Character Intensifies (+) / Effect
constrains (-)

ICT systems are interconnected and interdependent Technological + Strong

heterogeneous networks

Separate intranets, firewalls and other means for protecting Technological - Weak

network connections of ICT systems

Various actors believe in gaining economic benefits from Economic + Strong

malicious actions

Economic losses if getting involved in these actions and Economic - Strong

getting caught

Ideological justifications for acting against “those in power” Societal + Med.

(multinational corporations, governments etc.)

Public pressure to stop actions Societal - Weak

Difficulties in implementing functioning international laws Legal + Strong

International agreements that are followed Legal - Weak

Table 11: Factors intensifying or diminishing the trend “Malicious action against information systems

increases”
4.9 Software Development

TREND: Quality and security issues are increasingly taken into account in
software development

Attention to software development (e.g., Software Development Lifecycle
methodologies SDL/SDLC) is increasingly paid in the industry and the trend will
continue. The software industry is slowly transforming into a “routine” mode in
creating new software and aiming for predictability and smooth flow of work. The
buzzwords include “agile” and “lean” methodologies. Recently, the non-functional
aspects of the development, like security, have been taken on the agenda as well. In
Finland this is exemplified by the TiViT Cloud SW project [27].

The early “agile” and “lean” methodologies worked somewhat against the grain
considering security, but the automated test and process solutions are coming to rescue
here. These can take a lot of computing capacity, so advances in this field, including the
so called computation clouds, will further speed up these developments.

Factor Character Intensifies (+) / Effect
constrains (-)

Increasing computing capacity (CPU/memory/devices/clouds) | Technological + Strong

and more dynamic telecom/computing resource usage and

management foster cloud computing

Technical complexity increases Technological - Med.

Society's vulnerability to service disruptions will increase Societal + Med.

Distrust in cloud services Societal - Med.

Quality and data protection problems cost; criminal activity Economic + Strong

Developing high-quality and data secure software is expensive | Economic - Med.

Legal liability for data protection, quality and security issues Legal + Strong

Terms of use and disclaimers in use agreements Legal - Weak

Table 12: Factors intensifying or diminishing the trend “Quality and security issues are increasingly taken
into account in software development”
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Also, the clouds themselves are a major driver behind the upsurge of interest to improve
software quality and security; the stakes are simply too high to allow such cavalier
attitude towards these issues that was commonplace in the past. With cloud-based
software, failures and incidents are not isolated events affecting singular users, end-
devices, or servers, but might have global repercussions (cp. Increasing
Interdependencies, Ch. 4.1). Also the customers of such services are awakening to the
risks and beginning to question the practices of those who develop the software that
executes the services.

4.10 Automation

TREND: Automation/autonomous systems are increasingly emplovyed to effect
security

Automation/autonomous systems are increasingly employed to boost productivity and
to alleviate negative effects of the “human factor”. In information security, human
errors are a notable and notorious source of vulnerabilities. A recent study shows that
65 % of the cyber attacks are reported to make use of such errors [28]. The new
“buzzword” seems to be “deep configuration assessment”. Increasing autonomy is no
“Silver Bullet” [29], but the benefits are clear and the field will open up possibilities in
the near term.

One should also remember the grim reality: recent reports state that only half of the end
devices are protected in large parts of the world at all [30] [31]. Thus, to collect an army
of victim machines is currently not a challenge at all for an intruder. The exploit writing
can be accomplished routinely with specialised tools and for the usual end-user systems
these can be even obtained “ready-made”. The challenging part of the criminal activity
is to remain undetected and to break into guarded systems.

Factor Character Intensifies (+) / Effect
constrains (-)

Computing capacity increases (CPU/memory/devices/clouds), | Technological + Strong

user 1/0 will be simplified, technical complexity increases, and

smart grids will be more common

Difficulties in developing usable automation Technological - Med.

Need to increase productivity; global competition (e.g., China Economical + Strong

rising) increases automation of work processes

Shortened horizon, quartile economy Economical - Weak

Belief that technology supports good and environmentally Societal + Weak

friendly life

Societal fears of losing control because of (too much) Societal - Med.

automation

In narrow technical settings existing legislation supports Legal + Weak

automation (e.g., electronic signatures)

Complexity and deficiency of legal system inhibits automation | Legal - Weak

Table 13: Factors intensifying or diminishing the trend “Automation/autonomous systems are increasingly
employed to effect security”

Of the related factors the “China rising” (one of the recognised factors in the
workshops, that is, the foreseen commercial and technological weight of China)
contributes to the trend by forcing western world to use automation for competitive
advantage in all areas. “From physical products to the services” is another recognised
factor referring to the shifting preference of consumers from ownership of expensive
goods, say cars, to services like renting them. This development will entail related
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automation of the service routines (say, automated reservations with a car rental
service). As for the environment friendliness, automation contributes to the efficient use
of raw materials and energy, fuelled by respective enlightened demand from the part of
the consumer citizens. The factor “shortened horizon, quartile economy” has an effect
of diminished future investments in automation technology including investments in
automated security.

4.11 Access to Information

TREND: Availability of information increases as the public information resources
are opened

Availability of governmental, municipal and other kinds of information that is being
collected by public institutions increases as the public information resources are opened
for citizens, researchers and commercial purposes. The process is intensified by new
technical standards and open interfaces and a belief that opening data resources
provides new ground for economic and social innovations. On the other hand, the
process might be slowed down by technical restrictions (e.g. non-interoperable
interfaces) and economic costs of opening databases. Moreover, although public
demands for opening public information resources are strong, legal data protection
issues and authorities’ slow actions might diminish the trend.

Factor Character Intensifies (+) / Effect
constrains (-)

New technical standards and open interfaces Technological + Strong
Technical restrictions: old systems, no interoperable interfaces | Technological - Strong
Belief in new innovations based on open data resources Economic + Strong
Costs in opening data bases Economic - Med.
Ideology and public demands for openness Societal + Strong
Unwillingness and slowness of authorities to open data Societal - Strong
resources

Obligations of public authorities to open their data resources Legal + Med.
Data protection laws, IPRs Legal - Med.

Table 14: Factors intensifying or diminishing the trend “Availability of information increases as the public
information resources are opened”

TREND: Commercial interests drive actors to restrict access to proprietary
information resources

Access to information resources might become increasingly chargeable or otherwise
restricted. These developments are a potential impetus to a digital divide as some actors
have economic resources to access and use information and others do not. Efficient
technologies for managing access and payments of access would intensify this trend,
although technical equipment like circumvention tools can also be used for bypassing
restrictions.

From an economic point of view, both chargeable and free information can provide the
basis for different business models. However, public demands for openness might work
as a strong counterforce to the development of closed virtual environments.

Restrictions in the access to information resources might also be used in the market, for
example, when a supplier favors certain retailers by regulating information distribution
selectively. These restrictions are, however, regulated with competition and anti-trust
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laws that may require the supplier to provide information not only to the partners but

also to their competitors.

Factor Character Intensifies (+) / Effect
constrains (-)

Efficient tools for managing access and payments Technological + Strong

Circumvention tools Technological - Weak

Economic incentives; business models that are based on Economic + Strong

chargeable information

Business models that are based on free information (e.g., Economic - Strong

models based on advertising)

Social requirements for closed virtual communities and Societal + Weak

services

Ideology and public demands for openness Societal - Strong

Better ways to control liability for third party applications and Legal + Weak

content

Competition and anti-trust laws may require that information is | Legal - Med.

provided not only to partners but also to their competitors

Table 15: Factors intensifying or diminishing the trend “Commercial interests drive actors to restrict access
to proprietary information resources”

TREND: Governance of access to information resources in organizations becomes
more difficult

Access to information resources will become more difficult to manage and govern in
organizations. There are two potential developments that might intensify this trend.
First, outsourcing of functions in organizations makes it more difficult to control access
to information resources. Second, the increasing number of fixed-time employees and
volunteers in organizations is a potential cause for the same problem. From
organizational point of view, these developments might lead to careless attitude towards
good data management.

Factor Character Intensifies (+) / Effect
constrains (-)

Databases are connected to networks (malicious attacks), Technological + Med.

information systems become more complex

More efficient technologies for controlling and tracing accesses | Technological - Weak

Outsourcing, high turnover of employees, limited economic Economic + Strong

resources for sufficient data management and protection

Increasing costs of not being able to govern Economic - Med.

Culture that encourages actors to leak out information (e.g., Societal + Strong

Deep Throat, WikiLeaks); careless attitude towards good data

management in organizations

Loyalty, need to obey rules Societal - Med.

Laws that restrict control and surveillance of access in Legal + Weak

organizations

Laws (e.g., data protection law) that require good practices in Legal - Med.

information security

Table 16: Factors intensifying or diminishing the trend “Governance of access to information resources in
organizations becomes difficult”

Connectivity of information systems and networks is a potential cause for unauthorized
accesses. These could be prevented with efficient controlling and tracing technologies
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and practices. Implementation of sufficient data management and protection procedures
might, however, become too costly for organizations. The social motives behind
unauthorized accesses might be, e.g., different ideological justifications and a culture
that encourage actors to leak out information. On the other hand, social pressures to be
loyal and to obey law and organizational rules have opposite effects on the trend.
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5 Discussion
5.1 Privacy Issues

The identified trends raise various privacy issues, which have to be dealt with one way
or the other. For doing so, it is useful to understand that there are various conceptual
approaches to privacy, ranging from different normative claims about how to build a
“good” society to behavioral analyses of situated interaction, in which privacy is
understood as a method for regulating contact. Because of differences in education and
discourse, various actors working with privacy (lawmakers, lawyers, data protection
experts and scholars such as social scientists, legal scholars and academics in
information security) tend to understand privacy in different ways. It follows that it is
especially important to be explicit about one's understanding of privacy, as well as the
normative framework in which the understanding is embedded.

Value-based privacy discussions are especially important for deciding how to react (if
at all) to the identified information security and privacy trends. Questions that arise in
value-based privacy discussions are tied to the organization and government of society,
to the rights of individuals, and thus to different notions of a “good” life. In value-based
privacy discussions, various viewpoints tend to compete with each other and are in
some cases irreconcilable. In tracing value-based privacy discussions we may
differentiate roughly between three points of view, which follow a libertarian
perspective, a communitarian perspective and a viewpoint in between a strictly
libertarian and communitarian perspective.

A libertarian perspective underscores the role of privacy for self-realization, giving
individuals control of how to realize a “good” life and simultaneously restricting the
power of governments over it (e.g., [32] [33] [34]). Here, the right to be let alone [35] is
a right that has to be fought for. A communitarian perspective again regards pursuing a
common good to be more important than individual self-realization and thus favors
communitarian values over individual privacy (e.g., [36] [37]). A third important
perspective between the libertarian and the communitarian one highlights that
individual privacy is not important because it allows individual self-realization, but
because it is an inherently collective and egalitarian value. Without privacy, freedom of
speech and freedom of association are at risk, since individuals cannot gather privately
together in order to test and formulate statements that are not yet ready for public
discussion. Also discriminatory practices based on collective differences are delimited
because of privacy, since public discussants are ideally only judgeable in regard to their
public statements instead of age, gender, ethnicity, religiosity, and political affiliation
(see, e.g., [38] [39]).

The focus on the various understandings of privacy on the one hand, and differences in
value-based frameworks for understanding privacy on the other, call for dealing with
privacy issues of ICT use in a processual manner. According to this, various sources for
possible societal tensions are worked out, and questions of privacy and societal values
are actively debated. Privacy is not an issue that can be solved solely and once and for
all with a regulatory practice, but an issue that attracts already heated debate (e.g.,
public discussion about the Act on the Protection of Privacy in Electronic
Communications, amendment 125/2009) and continue to do so in the future.

The identified trends raise various issues for privacy debates. As data gathering, data
combination from different sources and traceability of persons and goods increase, it is
ever more difficult to retain private selves which do not appear to other societal actors.
Individuals' digital trails, digital “selves” and their access to digital databases make
societal actors part of ICT-mediated publicity that is difficult to control. The traditional
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right to be let alone [40] taken up in many privacy discussions (e.g., right to opt out
from ICT systems) is not a sufficient means to react to privacy issues in ICT
environments. Instead, public discussion and policy makers should reflect on the
specific ways in which a right to be included [41] can be secured. This is important
because ICT users should not be at the mercy of exploitative corporations or possible
future authoritarian governments, or simply outside the daily operations of an
increasingly computerized society (e.g., citizens without skills or wealth to participate)
because of malfunctioning ICT systems. Availability of governmental and community
information to the public, business models supporting ethically and legally sound data
transfer and users' possibilities to co-create the future of ICT in Finland are the first
steps on such a road. The internationalization of information security issues, as well as
increasing malicious action against information systems adds complexity to the
question of how to build good practices.

5.2 Information Security

The threats to the protected systems will not fade away: the attacks will be more
professional, and more narrowly targeted, and will try to utilize wider “attack surfaces”
(the routes available for an attack, say, open network connections, listening
communication ports in machines, software vulnerabilities present in systems,
configuration errors, and the like). The present organised crime scene is multiparty,
multistage and multimodal. Multi-party, since divisions of work have evolved,
multistage, since the operations have several steps, performed by specialised parties,
and multimodal in execution due to combination of, inter alia, traditional style
confidence tricks, social engineering, “dumpster diving” and technological means. And,
should these fail, there are also “rubber-hose crypto analysis” — use of physical violence
to obtain passwords — and blackmailing available for criminals unscrupulous enough.
Thus, to truly protect information resources the scope of the countermeasures must be
wide, since the malefactors will choose the easiest method, whatever it is.

As for end-users, the easiest way to seize their valuable information is to apply what are
essentially new applications of traditional confidence-tricks (e.g., phishing), not
forgetting sneaking into unprotected user machines [42] [43]. The most valued targets
are of course employees handling money-flows of substantial companies, although
private persons’ account and ID information (identity thefts) are not sneered at. There is
hope that the situation will improve in future (5-10) years due to advances in
automatic/remote security solutions (including clouds computing services). Also, the
security of the end-user platforms will improve, as well as the software run on those
platforms, due to increasing industry investment in these issues. This will make it
harder for the malefactors to find suitable vulnerabilities to exploit. But the complexity
of these devices will make it a safe bet for the near future that some slight lapse of
diligence will now and then yield opportunities for sinister undertakings.

A remote intrusion attack against networked systems can be divided in reconnaissance,
break-in using an exploit, reinforcement (bring in the rootkit etc.) and consolidation
phases [44]. Of these, the reconnaissance is very difficult to detect, if professionals are
in question, since the traffic used tries to closely mimic normal traffic. In fact, no easily
detectable scanning tools like “nmap” are used against protected sites. Therefore the
vulnerabilities open for exploits are tried to be blocked, and any exploit wandering
around to be found out in time.

Further improvements will necessitate closer, more comprehensive and practicable
surveillance (the current “buzzword” being “situation awareness”) and management
(especially configuration) activities. The detection of exploits is however facing
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difficulties since the adversaries have not been idle either; zero day (no known
predecessors) attacks and (self)mutating malware are undermining this approach.

Hardware assisted security functions, e.g., trusted platform modules (TPM), processor
memory area protection and the like, will appear little by little. For example, Intel has
recently announced that it has developed a cure for “zero-day” attacks. Whether such
solution has been found (even for a class of such attacks), remains to be seen [45].

Of the basic security services, authentication has always been a headache. In recent past
things like IDM (IDentity Management) has been one of the major causes for this.
Lately authentication has gained attention due to the use of virtual machines within
cloud services. To sort out the basic fact of the identity of the virtual machine
communicated with TPM — trusted platform module — might come into rescue to
authenticate Virtual Machine instances (in clouds) with confidence [46].

Attacks aiming for service disruptions, DDoS (Distributed Denial of Service), are tricky
to handle, and are known to include extortion as one of the motives. Political tensions
(cyber-attacks on Estonia [47]) and even spontaneous protests (to support, e.g.,
WikiLeaks, by operation payback [48]) have stimulated attacks. In the future, networks
will evolve to provide some autonomic response to these, but the prerequisite will be an
overhaul of the underlying Net.

Taking a look at confidentiality within networks, the spreading of data into various
remote caches, swap and other memories is an ever more acute problem (due to uprise
of cloud services, again) waiting for a solution. And, there are concerns about cloud
based espionage, even cloud services specifically deployed to collect data for foreign
states who wish to keep their domestic industry supplied with up-to-date foreign
competitor secrets. [49.]

Keeping up privacy is challenging in the current form of Wold Wide Web. Even those
removing diligently their cookies, supercookies (local data saved by browser plug-ins
like Macromedia’s Flash) and browsing histories cannot be sure that they are entirely
invisible, new tricks are being introduced when the user gets too acquainted with the
old ones. Currently, the “leading edge” includes things like “Evercookie” [50] and
“Panopticlick” [51].

Long-term durability of data is a growing concern, since the currently used memory
technologies have a data lifetime expectancy of a few decades only. The
nanotechnologies being researched to solve this problem are simply amazing; promising
durability of billion years and density of one trillion bits per square inch [52].
Another emerging technology, Digital Rosetta Stone, is expected to keep the data intact
for a thousand years [53].

5.3 Technological Innovations

The technological scene of the world within 5-10 years will certainly be more complex,
diverse, potent and pervasive than today. The very basics of the subsistence of citizens
of the developed world will be in the verge of change; the most valuable of his/hers
technological possessions — for most people the automobile — is about to experience a
metamorphosis into fully electric form due to vastly improved batteries being
developed today. This will be a slow change, but it is one force driving the evolution of
the electric grid, the “blood circulation” of the technology, to a “smart grid”, capable of
optimising the production and consumption of energy, involving storage for handling
intermittent energy sources/sinks and transactions needed to cater for the growing fleet
of electric cars. In short, smart grids will be highly conversant and conversing.
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The nervous system of the society — the communication networks — will thus be ever
more tightly intertwined with the critical infrastructures, also other than electric grid.
This development will be in full swing, though not yet completed in the time frame
under study here. Already now some major players like SAP and Siemens [54] are
teaming up to be able to offer new solutions in the area. This will surely be an arena for
innovative applications needing likewise innovative solutions to secure them.

Aside that information networks will pervade other infrastructures, they will evolve
themselves. Future Internet and cloud computing technologies will share common
ground. Particularly, both will understand application layer dealings and prefer true
names, i.c., names like URN (Uniform resource names [55]), over IP-addresses when
discussing with each other. This will both complicate the network side and simplify the
client side, the respective amount of security responsibility shifting to the network. This
is an emerging area, being moved forward by the need for such solutions by the cloud
computing technologies [56]. Those who remember the appearance of the World Wide
Web, surely recall the commotion surrounding URLs, that is, the race for the best
domain names. Something similar might be in store for the future. Naturally, the
security side will require further thought.

From (cloud) end-users point of view, there will be no definite borders and gateways
(within clouds) to oversee traffic, or to see it at all. This state of affairs will mean that
the user visibility will be restricted to application level, leading to emphasis being
placed on application level security. To meet the need, clouds need to offer appropriate
tools, say for DLP (Data Loss Prevention, IDM Identity Management), application
aware & user modifiable IDS (Intrusion Detection System/IPS), Intrusion Prevention
System, and the like.

Taking the cloud service providers view, they will need to deploy tools to deter attacks,
to detect suspicious (potentially criminal) user activity, and means to collect forensics
data. For fast response, public law enforcement agencies are developing to engage
quickly ("net-traffic police").

For users and providers alike an approach for IDS/IDP could be white-listing
scripts/code, perhaps in cloud context, since the hash-based detection has lost its power
against the mutating variety of malware and the amount of code to be tracked is huge in
both cases anyway. The “walled garden” services like Apple could be thought to be a
step into this direction. Within a “walled garden” the service assortment is controlled by
a singular provider, that is, the services are subject to centralised approval and charging
procedures. Also, demarcation and enforcement of computational zones (geographically
restricted clouds) to fulfil legal requirements is in demand, and solutions are likely to
appear.

In addition to the above, the cloud context will provide a wealth of challenges for:
* Autonomous checking of cloud (security) configurations.

e Setting up specialised "honey pots" — computer systems set up with an intention
to lure intruders and to collect incriminating evidence about them.

* Seeing over insecure end-devices with increasing sophistication. Examples of
this include offerings like Symantec.cloud [57]. And where the users are moving
to, criminal activity is also heading for, with intention to counter the new
defences [58].

The development of new software will embrace a set of new tools, dedicated to better
cope with the security requirements. Due to the nature of the affair, the other alternative
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would be “stiffen” and “fatten up” the newly adopted “agile” and “lean” approaches.
This will be still needed for some degree, but where tools can assists, they will be
adopted. Such tools can be developed in Finland, and perhaps offered as a service (e.g.,
as a cloud computing service).

The demand for traceability, due to counterfeit prevention and surveillance of say,
foodstuff manufacturing, will open up possibilities for those who will come up with
economical and secure solutions.

5.4 Service Innovations

The emerging global trends in ICT will form the future service ecosystems and are
expected to cause remarkable impact by breeding new opportunities for service
innovation. The global trends are rooted in technology, since new technology often
opens possibilities for new services. What is important for the future of service
innovation is that service can be created, accomplished and delivered by tapping into
the collective power of various ICT trends to deliver new forms of meaningful services
to users.

The future trends in technology and social life will enable quantum leap for future
service innovations. In five to ten years we will experience rich flora of new and
innovative services appearing suddenly on the market together with technical
innovations. We may think that societies today are already too dependent on the
Internet and computerized services but the obvious trend is that even more aspects of
everyday life, commerce and working environments will become digital and will be
served and used over the net. The social communication and co-living over the
networks will be adapted on all the levels in the society.

The private life experiences and its management will become important to people in the
digital world, which will offer new opportunities, for example, for assistive privacy
services. Privacy is an integral part of the social life and allows relationships, e.g., to
one’s mother, manager, friend, etc. to stay on a private level. Strong privacy
mechanisms are needed in the future to manage our individuality in social relationships
and its emotional depth. Privacy is not only a personal phenomenon, but a common and
equal value, which allows freedom of association and of expression, and limits
discriminatory practices. Life would be difficult without means to regulate privacy and
publicity. This creates a need for service innovations for management of
privacy/publicity in social relationships. As we are experiencing today it is extremely
difficult to manage personal information in the web. When any unwanted information
appears there, it is very difficult or impossible to correct it or remove it. However,
future developments in regulations will open up new opportunities for solutions and
enable a new service innovation area for the management of digital information about
individuals, enterprises or any other identified entities.

As we have pointed out earlier, a strong ICT trend today is the growth of cloud based
solutions, where the Web services are produced in a pool of servers with virtual
platforms. The solution looks like a traditional central computer system upgraded with
virtual technology, which it basically is. The current Internet and web technologies give
freedom to process the web service call anywhere in the net and it can be done most
effectively in large server pools. The cloud solutions are challenging to information
security but also affordable to service providers. Information security can be improved
by offering improved protection in cloud systems. But clouds also enable an effective
platform for creation of new vulnerabilities and threats. Thus the race between
exploiters of vulnerabilities and antivirus solutions will continue. New service
innovations are needed to keep the cloud services trustworthy.
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The cloud services, operated in Finland, could offer a natural platform for secure data
storage and backup serves globally. The driver for utilizing such a storage and backup
services is usually the fear of economic risks that infrastructure failures, vulnerabilities,
cyber attacks, fire etc. may cause. Finland as a neutral, reliable and stable society would
offer optimal environment to offer such a service world wide [59]. Some approaches in
that directions can be obtained when Google establishes a large server park in Kotka
within a couple years.

The information we receive via Internet and Web has become economically valuable
and important to people, the enterprises and societies. Unfortunately there exists a lot of
unreliable and even fraud information in net and it is difficult to verify the correctness
of received information. There might be an opportunity to develop Finnish-based
services for data analysis and verification, collection methods and practices that ensure
the correctness and integrity of information.

5.5 Legal Data Protection

From the legal point of view, an essential part of information security is the data
protection law. In Europe data protection is extensively regulated by directives and
regulations. The two most important legal texts in this context are Data Protection
Directive (95/46/EC), which is about the protection of individuals with regard to the
processing of personal data and about the free movement of such data, and Directive on
Privacy and Electronic Communications (2002/58/EC), which applies to the processing
of personal data in connection with the provision of publicly available electronic
communications services in public communications networks.

In addition, numerous national laws include rules that affect data protection. They may
stipulate more in detail and more strictly how personal information is to be handled in
certain situations, or they may authorize certain usage of private information more
freely than general rules would allow. Privacy is also protected by penal codes.
Consequently, the legal construction of data protection rules is quite complex.
Unfortunately, the rules governing privacy cannot be found in one law, but they are
spread out in numerous statutes.

In general, the law restricts the processing of private data. For example, there has to be
an acceptable purpose to process personal data and it is not allowed to use the data
against that purpose. However, if the person gives consent, then almost any processing
is allowed, but the consent needs to be specific and informed. Thus, it is central what
the end-user knows and understands about the processing of the personal data.

It is important to realize that the data protection law is not prohibiting businesses and
services to avail of personal data. On the contrary, it tries to define a legal framework
that enables business. It is quite possible to develop services in a way that they comply
with the data protection law. However, the rules are quite complex, and it is also easy to
develop services that do not follow the law, if the data protection law is neglected while
designing the new service.

The trends identified in the project illustrate the big changes that are happening. The
legal system, by its nature, is not proactive or even dynamic. The laws will always
follow somewhat behind the general development. Therefore, the conflicts between new
phenomena and outdated laws will increase. The legal certainty and predictability
require that one is able to reasonably foresee how an act will be assessed legally
afterwards. On one hand, the legal system needs to be quite stabile to provide certainty.
On the other hand, the stabile system may produce unpredictable legal results when new
phenomena appear. Thus, to overcome this dilemma of legal uncertainty, it is likely that
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especially business actors tend to rely more and more on contracts instead of laws while
creating new ways of doing business.

The data protection law, however, includes mandatory rules that cannot be overridden
by agreements. Therefore, all the problems with outdated laws cannot be solved by
contracts. Thus, the lawmakers will face increasing demands to deregulate data
protection, while private people may need more protection in the ever more complex
environment. This conflict between needs of regulation and deregulation as well as a
stabile and a dynamic legal system will increasingly colour the discussion on data
protection in the future.
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6 Conclusions and Recommendations

The aim of the project was to study near-future information security issues that are
related to, for example, new technologies, services, business models, and corporate
structures. We identified relevant future information security trends by collecting and
analysing specialists’ conceptions and knowledge of the various developments in their
professional fields. In order to deepen the analysis, we also specified factors and
attributes that affect the realization of the trends. The trends and issues have been
assessed here especially from the Finnish viewpoint and the time span for the analysis
is five to ten years into the future.

The research process went through five separate steps: 1) outlining the future
environment, 2) creating concrete future scenarios or stories, 3) analyzing information
security issues in the scenarios, 4) identifying information security trends, and 5)
specifying factors and attributes that affect the realization of the trends. Our major
findings concerning the future information security trends have been presented in the
previous chapters. As a summary, we conclude that different societal and organizational
interdependencies will increase, management of private and confidential data and the
correctness of information will become increasingly important, data collection and
combination will increase, access to data sources will meet both opening and restricting
developments, and traditional data protection issues will remain central.

The realization and intensity of these trends are dependent on several factors that we
have categorized as societal (e.g., changes in social valuations and behavior), economic
(e.g., economic incentives, business models and potential risks), technological (e.g.,
new innovations, the expansion of ICT into everyday life) and legal (e.g., outdated
legislation, slow regulation process). The factors have both intensifying and
constraining effects on the trends and the intensity of their effects might vary. We find
the analysis of effecting factors important because it shows the contingent nature of the
identified information security trends.

Our approach combined perspectives from different disciplines in order to adequately
address the complexity of information security issues. From the privacy point of view,
the identified information security trends call for rethinking how privacy should be
granted in future ICT environments. Our suggestion is to employ a continuous process
for assessing information security and privacy issues in order to detect developments in
societal ICT use. From the traditional information security point of view the stage is
changing, not so much due to disruptive technologies but due to ways of organising the
production of computing services; the direction is towards outsourcing remote,
operationally distributed services. The scene of action is also expanding: smaller,
intelligent mobile end devices are beginning to experience the same menaces as the
workstations after having made their breakthrough. The same fate will await other
sufficiently smart devices to be connected to Net (Internet of Things). And, the
formerly largely undisturbed areas, like infrastructure and industrial control systems,
are will follow.

From the service innovation point of view the future society will be ever more infused
with the various technical manifestations of the people's need to interact, influence and
to present themselves to the world. To work well, such systems need to be accompanied
with means of managing individuals’ exposure and to assist in making the right choices.
From the technological innovation point of view several challenges are presented: in the
creation of more secure software that is needed for cloud computing services, and in the
field of operational security of those services. New solutions for protecting users and
their privacy, securing vulnerable end devices, guarding networks (future Internet,
infrastructure control) and tracking goods are possible. From the legal point of view
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there will be increasing demands to deregulate data protection, while private people
may need more protection in the ever more complex environment. This conflict
between needs of regulation and deregulation as well as between a stabile and a
dynamic legal system will increasingly colour the discussion on the legal side of
information security and especially data protection in the future.

At least two limitations concerning our results must be mentioned. First, our purpose
was to outline possible futures that have been derived systematically. In addition, we
have tried to understand and explain complex interdependencies between different
factors that might affect the realization of the future information security trends. Even
then, our findings must be treated as contingent matters: instead of forecasting, our
work is about foreseeing. Second, the results represent conceptions of a particular group
of information security specialists working in the public sector, companies and research
organizations. A different group of participants could have highlighted different issues.
However, this limitation does not diminish the relevance of our findings. On the
contrary, it should be considered as a methodological finding for improving the
foreseeing method and extending the results in further studies.

Taking into account the previously stated reservations, we believe that our work on
future information security trends and on the methodological questions about reliable
foreseeing activities provides relevant information for commercial, policy and scientific
interests. We propose that in order to get reliable foreseeing results in the long term, the
process of identifying future information security trends should be continuous. The
continuous process would also provide good opportunities for improving the foreseeing
method. In any case, this project provides a firm starting point with practical foreseeing
guidelines and with the first round of results concerning future information security
trends.

6.1 Guidelines to Continuous Trend Analysis

We suggest that, from now on, the process of analysing future information security
trends should be continuous. The method that we have used in this project has shown to
be productive, and with adequate improvements, it can serve as a basis for a continuing
process.

The foreseeing process is based on a series of three or four workshops, which will be
repeated. Between the workshops, the results are analysed and refined, and the next
workshop is prepared. In our project, we had a preliminary workshop before the project
actually started. It discussed information security trends on a general level. In the
future, this kind of preliminary workshop will not be necessary. The three workshops
that the project organised were essential and successful and should be included in the
continuous process. Based on the experiences it is reasonable to organize one more
workshop to discuss the trends further, or to change the last workshop to include more
trend analysis. Therefore, we suggest that the future process would follow the path
described in the figure (Figure 1).

Each cycle starts by planning the first workshop that applies the PESTLE method to
find political, economic, social, technological, /egal, and environmental factors that
affect information security in the next ten years [60]. Before the second workshop, the
factors are analysed, grouped, and refined, and the next workshop is prepared. This
includes finding a set of suitable large macro scenarios that can be used as backgrounds
for the concrete scenarios that will be created in the workshop [61]. In the second
workshop, a few scenarios are created representing possible situations that are somehow
related to information security within ten years. In the workshop, playful methods, e.g.,
The Storytelling Group, could be applied [62].
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Before the third workshop, scenarios are analysed, tentative information security issues
are pointed out and the next workshop is prepared. The third workshop is organized for
identifying information security issues from the scenarios. Here, e.g., The Project
Planning Game can be applied [63]. After the workshop, the information security issues
are analysed, grouped, and refined, and the fourth workshop is prepared. The fourth
workshop is about defining information security trends. The issues are discussed in
order to find the directions into which they are developing and thus forming the future
trends. The trends are described and it is discussed how technology, economy, social
norms, and legal system strengthen and weaken them. Also, it is analysed what kind of
consequences the trends might have and what conflicts they might cause. Finally, the
cycle ends with refining the process, planning the next cycle, and reporting the results.

Preparation for the

inal analysis, op:
refining the applied PESTLE
process, planning method finding
the next cycle, and factors that affect
reporting scenarios

Analysis, grouping
and refining the
factors, and
preparing the
second workshop

defining trends

Analysis, grouping
and refining the
Issues, and
preparing the
fourth workshop

creating future
information security
scenarios

The 3rd workshop: Analysing

finding information scenarios and
security issues P preparing the third

from the scenarios |l workshop

Figure 1: A suggestion for continuous information security trend analysis.

There are two major prerequisites for the process to succeed. First, it is essential to
make sure that the participants in the workshops represent widely enough all
stakeholders and actors in society, and that they have enough expertise. In each of our
project workshops, we had about 15 participants. They were highly qualified experts,
but as most of them represented either corporations or research institutes, the
distribution of their backgrounds could have been more diverse.

Second, it is mandatory to have enough resources between the workshops to refine the
workshop results and to prepare for the next workshop. Also, to succeed, the workshops
require capable leaders, who know the methods and are able to make the participants to
contribute to results. In that sense, our project was very successful, since the project
researchers were able to elaborate the results and make preparations for the workshops,
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and Vesa Kantola was an experienced workshop leader. In the future, however, it is
essential to take care of providing the process with enough resources and personnel.

6.2 Suggestions for further studies

We suggest that the work done in this research project would be continued in four
different branches of further studies: examination of complex interdependencies in
regulation, analysis of different information security discourses, investigation of the
prerequisites for gaining the envisioned interest in Finland as a safe haven for data, and
further development of the foreseeing method that was applied in the project.

Different interdependencies between regulation, economic incentives, changes in
valuation etc. comprise a complex system, where effects of a certain change are
difficult to anticipate. Here we have evaluated potential effects of a change in complex
systems by analyzing different factors and attributes that might affect the realization of
identified information security trends. However, the identification of complex
relationships is a central problem in almost any study representing policy research. The
analysis methodology presented here could be developed in more detail in another
research project that concerned a different policy issue. Even here, different social,
economic, technological and political effects on information security issues could be
simulated more thoroughly with a model that described complex interdependencies,
e.g., in a situation, where pricing or the availability of services were changed. This kind
of a modelling study would provide information, e.g., on the problem of unforeseeable
consequences of over-regulation and under-regulation of economic activities.

Another interesting question is how the conceptions and knowledge of information
security issues are being constructed. The current project already provides research data
for analyzing how information security issues are framed and conceptualized among
information security specialists. The framing of information security could be analyzed,
e.g., in connection with contemporary discussion of securitization in the social sciences.
Central questions in discourse analytic approach to information security would be: what
issues are understood as information security issues, how are they articulated and
framed, and how are these conceptual processes affected by professional and
disciplinary discourses? These questions lead essentially to the problem of how our
information security needs are actually created. As a concept of traditional information
security studies, information security might be adequately defined and without high
controversy. As a policy concept, however, information security becomes an instrument
for advancing certain interests and for suppressing others.

On the technological side of things, the prerequisites for gaining the envisioned interest
in Finland as a safe haven for data [64] are proposed to be investigated. These include
infrastructure related aspects, of which we mention smart grids, future internet and
cloud technologies. These developments are not isolated, but rather intertwining, and
they involve many information security challenges. These include research related to
the secure software development and operational information security, not forgetting
autonomous features, data back-up, data durability and reliable data removal. In case of
remotely provided services the ability to provide proofs of the (security) measures taken
will become an issue. Additionally, the advancement of privacy will require
technological measures that could develop into commercial activity. These are
suggested as a candidate for further study, too.

Finally, we propose that the foreseeing method that has been used here would be
assessed more rigorously in connection with the original goals of this project and in the
light of its future applications. Our experience already provides good grounds for
improving the method and analyzing its advantages and disadvantages. We find it
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reasonable to apply the method also in other kinds of foreseeing projects that are not
necessarily related to information security issues. A different application context would

produce comparable results on the usefulness of the method in general foreseeing
activities.
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